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Preparation, Development,
and Operation of Drug
Tracking Database in Taipei
District Prosecutors Office

Kuan-yi Lu

I. Introduction

I1.Assistance to Prosecutors in Generating
Leads

II1. Analytic Workflows
IV.Operational Procedures and Outcomes

V. Achievements and Challenges

VI. Future Projects
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0:0 I. Introduction

The gradual increase of illicit drug us-
ers in Taiwan has become a serious so-
cial problem for the government to ad-
dress, and the war on drug crimes has
been at the top of the government’s
agenda (e.g. the Executive Yuan’s an-
ti-drug meetings; complaint handling
projects by prosecutors offices). The
Ministry of Justice has declared war on
drugs, as they have eroded different
levels of society and schools. In the
opium war of the new century, it is nec-
essary to attack wholesalers and small-
time drug dealers at full force, in order
to reduce the population of illicit drug
users. Understandably, prosecutors and
investigators on the front line should
develop plans to effectively suppress
the circulation of drugs by wholesalers
and small-time drug runners. In addi-
tion to the normal works of the com-
mand system comprised of prosecu-

tors, investigators, police officers, coast
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guard, and military police officers, it is
time to meet the challenge brought by
the booming development of Cloud
technology. Taipei District Prosecutors
Office has developed an intelligence
analytics program able to sift through
the daily communications of the de-
vices used by drug dealers, in order to
probe into and map out the contact
networks of suspects. Information re-
garding the paths of small-time drug
dealers serve as the groundwork for
optimization of the investigation pro-
cess, which enhances the effectiveness
of the integration of communication
records, and reduces the waste of time,
effort, and money. When standard pro-
cedures have been established, it will
benefit the formulation of appropriate

investigation behaviors for drug track-

ing.

On February 28, 201, Head Prosecutor
Chih-yu Yang called Chief Prosecutors
Ling-shih Meng, Shao-pin Chang and
Ying-hsiang Chu; Director of Informa-

tion Technology Department Jui-ming



Li; Chief Secretar Hsiu-yu Chiu; Pros-
ecutor Investigators Kuan-yi Lu and
Hsiao-chen Chang to convene a prepa-
ratory meeting for a drug tracking da-
tabase. The team was tasked with the
development and deployment of the
database, starting on March 1, 2011, by
drawing lessons from the drug track-
ing databases run by Taichung District
Prosecutors Office and Tainan District
Prosecutors Office. The prosecutor
investigators, as selected by Chief
Prosecutor Ling-shih Meng, would
be responsible for programming and
deployment; while Chief Prosecutors
Shao-pin Chang and the Information
Technology Department would provide
IT equipment and maintenance ser-
vices, and Chief Prosecutor Ying-hsiang
Chu would supervise the operations of
the database. Later, Prosecutor Ta Lin
was appointed the Executive Secretary
for the project. Shortly after the kickoff
meeting, Prosecutor Investigator Offic-
es began to develop this database, as

based on the concepts of Chief Prose-
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cutor Ying-hsiang Chu and Prosecutor
Ta Lin. After the review of our prelim-
inary results, the Ministry of Justice
instructed that all prosecutor offices
in Taiwan should use our program for
their drug tracking databases. In order
to revamp the hardware and software
for the database, Head Prosecutors
Chih-yu Yang and Pi-yu Tsai, appointed
Chief Prosecutors since 2013, appoint-
ed Chief Prosecutors Tung-li Tai, Ming-
chin Chen, Yi-tsung Wu, and Shih-yu
Chou in the Anti-Drug Division to chair
the Anti-Drug Tracking Database and
Cloud-based Analytics System (the
advanced version of the database).
The technology project team filed an
application to the Ministry of Finance
for support and obtained a budget of
NT$2.25 million in 2015 from the Min-
istry of Science and Technology. The
funds were used to improve the hard-
ware, software, and bring functionality

up to date.
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The main program, as developed by
Taipei District Prosecutors Office for
the drug tracking database, consists of

the following components:
1.Intelligence input platform

Communication data and recent con-
tacts for the mobile numbers owned
by drug users in order to extract in-
formation (such as drug abuse history,
locations and times for drug buying
and selling, characteristics of suppliers,
transportation methods, and other de-
tails sufficient to identify the profile of
substance suppliers), and to convert
the data into effective information for
the value added processing of the da-

tabase

2.Communication monitoring and man-

agement platform

3.Communication data importing and

80

I1. Assistance to Prosecutors in Generating Leads

conversion platform

Communication data and contact de-
tails for the mobile numbers and own-
ers, as retrieved online, are converted
to this platform, and then, stored in the

database for subsequent analytics;

4.Input platform for category 3 and 4
drugs

Data provided by the Taipei City Po-
lice Department regarding the punitive
measures in relation to category 3 and

4 drugs are stored in the database.

5.Graphic analytics platform

Generation of graphic data is based
on the above information, in order to
analyze whether the contact network
of the drug dealers concerned meets
the criteria for prosecutors to apply for

communication monitoring.



42 II1. Analytic
Workflows

After the transposition of the above-
mentioned data, the analytic program
will divide the data into five intelligence
sources, i.e. communication of contact
networks, personal data of the defen-
dants, statements from the defendants,
category 3 and 4 drugs, and applica-
tions for communication monitoring.
The output consists of an analytic
graph with a clear hierarchy and differ-
ent levels of information. The purpose
is convince the courts, via the enhance-
ment of mental impressions, into ap-
proving the application from prosecu-
tors and police departments for search
or communication monitoring in order
to gather crime evidence by enhancing

the mental impression of courts.
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0:0 IV. Operational

Procedures and

Outcomes

The system will automatically analyze
and generate an analytic graph for a
specific mobile number after the user
inputs the number (e.g. 0937XXX986)
in the text column of the program, and
presses the button. If this does not
work, the user should double- click on
the number to be analyzed, in order
that the program will automatically
input the number into the abovemen-
tioned text column. Once the user
clicks on the button by following the
arrow sign, the system will analyze the
number. Alternatively, the user may use
the function chart to expand the data
into the five modules: communication
of contact networks; personal data of
the defendants; statement from the
defendants; category 3 and 4 drugs;
applications for communication mon-
itoring, in order to conduct in-depth
analysis of the contact network of the
defendants. The analytical findings can
be laid out and stored in image files for

sharing.
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0:0 V. Achievements and Challenges

1.Drug trafficking is condemned by all  2.Challenges

countries in the world, and combat-

ing drug dealing is always the top (MHOnline communication (e.g. LINE,

priority for law enforcement bodies. WeChat) technology continues to

Cross-border judicial cooperation advance. Offenders seek the safe

. havens of online communication to
is called for to enhance the effec-

tiveness of the war on drugs. Our circumvent traditional phone tap-

drug tracking database has been in- ping by law enforcers. There are

multiple online messagin rograms
corporated as part of our standard P ging prog

. ) on the marketplace, and vendors
procedures, as we are a pioneer in

harnessing the power of technology often encrypt the data. Moreover, it

in crime investigations. This database will be & race against time to collate

data from software companies in
sets an example among prosecutors

that drug tracking should aim for the different countries. As the traditional

o ) approach of gathering communica-
origin. Going forward, the system can PP g g

be extended in scope and depth. For tion evidence is on the decline, it is

_ _ _ necessary to increase resources and
example, crime intelligence can be

placed on the cloud for sharing. Data labor for monitoring and evidence

can be integrated with GPS informa- collection.

tion to keep on top of the suspect’s (2)Although it is possible to track IMEI

whereabouts. It is hoped that prose- (International Mobile Equipment

cutor offices and other law enforce- Identity) codes in phone number

ment bodies work together to fight tracking and communication moni-

crime. toring, wrongdoers usually use other
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people’s names (e.g. foreign labors
and international tourists) to ap-
ply for mobile phone numbers, and
frequently change their numbers,
which makes it difficult for law en-
forcers to immediately identify the
user of specific numbers. Meanwhile,
this type of number is usually oper-
ated on mobile devices with an IMEI
code of “0”, which is used by tens of
thousands of people. The problem
remains that it is impossible to track
back the subsequent number with
IMEI once the user switches to a dif-

ferent number.

(3)Drug-related crimes are often linked

with gangster activities, human
trafficking, and illegal possession of
guns and other weapons, which are
threats to society. The drug tracking
database can serve as a powerful
tool to map out the web of contact
networks in case of emergency;
however, the current architecture of
the drug tracking database and the
data available are not sufficient. In-

formation will be better integrated

83

if the database can be incorporated
into our existing Case Management
System to stay on top of crime in-
telligence and better monitor profile

criminal behaviors.

(4)Drug dealing hides in the dark cor-

ners of specific industries (e.g. night
clubs and bars with ladies in uni-
form), and hence, is difficult to track.
Some drugs even find their way to
schools. Transactions are usually
done face to face, without electron-
ic communication trails. Additional
efforts are in order to combine ar-
tificial intelligence (such as, image
recognition of faces, gait, and body
figures, such as tattoos and scars, of
drug dealers) to effectively crack-

down on drug crimes.
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0:0 VI. Future Projects

After the deployment of the drug
tracking database, the Taipei District
Prosecutors Office leveraged on this
experience, and developed the election
database and indecent exposure data-
base, under the guidance of Chief Pros-
ecutor Tai-chao Hsing. We share our
knowhow with the Prosecutors Office
for Taiwan High Court in the develop-
ment of the forest conservation law da-
tabase, and with the Prosecutors Office
for Taiwan Keelung District Court in the
development of a waste cleanup da-
tabase. Going forward, we will be col-
laborating with the Prosecutors Office
for Taiwan Shilin District Court in the
development of a financial crime data-
base. We hope to share our experience
and competences with all prosecutor
offices in Taiwan in order to gather in-

formation and combat crime.
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Law enforcement authorities should
continue to develop tools and tech-
nological competences in order to
avoid the abuse of new communication
software, financial instruments (e.g.
Bitcoin), and vehicles (e.g. drones and
driverless cars to transport substances)
to circumvent the tracking and inves-
tigation of the flows of information,
goods, and capital for drug trafficking.
It is necessary to deploy artificial intel-
ligence and powerful software capa-
bilities to enhance the functionality of
the drug tracking database in order to
uncover the elusive intelligence of drug

dealing.
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