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I.Introduction

I1. Background

Law enforcement authorities (including
prosecutors, police officers, and inves-
tigators) have been collecting foren-
sic data from mobile devices to track
down drug dealings and other crimes
since 2011 (when the smartphone mar-
ket share significantly exceeded tradi-
tional 2G handsets in Taiwan). During
the past five to six years, smartphone
users have communicated with each
other via instant messaging apps (such
as LINE and WeChat), instead of mak-
ing phone calls. The rapid advance-
ment of smartphone functionality has
rendered the traditional approach of
phone tapping useless. However, there
is no state-of-the-art solution to moni-
tor communication over mobile instant
messaging apps on a real-time basis.
That said, smartphone communication
activities one should leave records of
the users. Prosecutors, police officers
and investigators are increasingly gain-
ing access, through legal search and
seizure procedures, to the smartphones
owned by suspects in order to gather

forensic evidence on these devices.
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The Taipei District Prosecutors Office
continues to pursue the most effective
ways of gathering forensic evidence in
order to crack down on drug crimes
through criminal law procedures. Our
prosecutors play a pivotal role in the in-
vestigation of crimes in the Greater Tai-
pei area. We are fully aware that mobile
devices (notably smartphones) have
become an integral part of work and
life, as the service menus empowered
by technology improve over time. One
of the most significant changes up to
date is that phone calls are no longer
the most frequently-used communica-
tion method. Rather, instant messaging
apps are the main communication plat-
form for most people. In the past, pros-
ecutors in the Anti-Drug Division over-
saw the collection of a massive amount
of communication records and used
the drug tracking database to analyze
the network of contacts and activities,
and they assisted in the wiretapping
by police officers, investigators, coast
guards and military police officers.

However, this is a thing of the past.
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Investigation via this route no longer
yields satisfactory results, as the bulk
of communication over smartphones

has gone to instant messaging.

In sum, prosecutors realized that fo-
rensic evidence over mobile communi-
cation devices should be a necessary
and feasible method to combat drug
crimes. In the past, prosecutors at
the Taipei District Prosecutors Office
passed seized handsets to the Crimi-
nal Investigation Bureau of the Ministry
of the Interior’'s NPA, the Technology
Crime Prevention Center of the Ministry
of Justice’s Investigation Bureau, the
Forensics Laboratory of the Taipei City
Police Department of Cyber Security,
or the Information Technology Division
of the New Taipei City Police Depart-
ment’s Criminal Investigation Corps for
evidence gathering. In 2011, these po-
lice departments used the information
technology budgets to purchase instru-
ments for gathering forensic evidence
on mobile devices. In 2007, after the
launch of the Forensics Laboratory a
few years before, the Investigation Bu-
reau began to procure instruments for
gathering forensic evidence on mobile

devices. However, hardware alone is no
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longer sufficient to cope with the rapid
advancement of smartphone software
functionality, the mushrooming of mo-
bile phone manufacturers (amid the
competition between the iPhone and
Android operating systems), and the
emergence of smartphones from Chi-
na. Meanwhile, it is necessary to reg-
ularly update the hacking tools used
to collect forensic evidence on mobile
devices, in order to keep up with the
upgrades in mobile phones and apps.
In other words, the more models and
makes a tool can support, the more

valuable it is for crime investigations.

IT1.Forensic Evidence
Gathering on Mobile

Phones

The Taipei District Prosecutors Office’s
efforts in evidence gathering and digital
forensics from mobile communication
devices covers mobile phones, tablets,
SIM cards, memory cards (e.g. those for
dashcams, CCTV systems, and drones),
GPS devices, and memory sticks for
mobile phones. The purpose is to re-

trieve, backup, inspect and review, as



much as possible, all the electromag-
netic records and digital contents on a
mobile device in order to collect useful
intelligence as evidence. However, evi-
dence gathering from mobile phones is

only part of digital forensics.

IV.Benefits of Forensic
Data Gathering from
Handsets to Crime

Investigations

Taipei is a densely populated city with
vibrant activities. Approximately 90%
of the people here regularly use smart-
phones. The heave reliance on smart-
phones in daily life is a reflection of the
changing times. Understandably, crime
investigators should be aware that
smartphones will increasingly be used
for fraud, corruption, money laundry,

drug dealing, and human trafficking.

Forensic evidence gathering from mo-
bile phones is an integral part of foren-
sics on mobile communication devices.
The purpose is to acquire evidence so
that the chain of evidence meets the
requirements of the Code of Criminal

Procedures. Prosecutors instruct judi-
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ciary police officers to conduct search
and seizure operations by following
standard procedures. All the informa-
tion on the seized mobile devices (e.g.
handsets) is backed up with profes-
sional forensics tools. This is followed
with a thorough screening of the intelli-
gence on the electromagnetic records,

in order to collate evidence for crimes.

Smartphones carry information that
is highly relevant to the day-to-day
lives of the owners. Such information
includes contacts, call logs (for out-
bound, inbound and missed calls), text
messages, MMS (multimedia messag-
es), GPS locations, e-mails, browser his-
tories, application files, audios, images,
and videos. If all the electromagnetic
records and digital contents can be
systematically organized, it will assist
investigators to clarify the involvement
of device owners in crime and keep

track of crime trails.

V.Budgets

As described above, our prosecutors
typically forward the seized mobile de-
vices to investigation agencies or police

stations for evidence gathering. How-
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ever, there is often a queue (because
investigators and police officers must
utilize forensic resources for their own
cases) or concerns over confidentiality.
To resolve these issues, the Taipei Dis-
trict Prosecutors Office developed a
proposal in 2013 and produced a sum-
mary report in 2014, and forwarded the
report to the Ministry of Science and
Technology (previously the National
Science Council of the Executive Yuan)
via the Technology Development Divi-
sion of the Department of Justice. Our
2015 Technology Development Plan,
titled Deployment of a Smart Analytics
System on the Cloud for Drug Relat-
ed Intelligence is related to our drug
tracking database. Our proposal was
immediately passed by the Ministry of
Science and Technology. The funding
of NT$2.25 million was completed and
incorporated into the 2015 budget. The
plan was to continue the development,
deployment and maintenance of our
drug tracking database by accumulat-
ing the Big Data of mobile communica-
tion records and crime details for data
mining and analytics. Meanwhile, it was
also necessary to resolve the problem
that the information conveyed over in-

stant messaging on smartphones could
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not be directly ported into the data-
base. After consulting with police and
investigation agencies and observing
the practice of information technology
specialists, the Taipei District Prosecu-
tors Office decided to use the budget
for technology development to pur-
chase mobile communication forensics
tools (packaged software from Celleb-
rite, model UFED 4PC, and a Physical/

Logical Analyzer).

VI.Market Survey

Before the purchase of forensics tools
from Cellebrite, the Taipei District Pros-
ecutors Office consulted with experts
from police and investigation agencies
and visited a number of trade exhibi-
tions for information on the pros and
cons of various off-the-shelf tools. The
Anti-Drug Division hopes that the tools
we use are completely legitimate and
cater to law enforcement requirements.
The official website of Cellebrite indi-
cates that the company is dedicated
to the R&D of forensic tools for mobile
phones to assist law enforcers to ef-
ficiently acquire digital evidence and

intelligence from smartphones. Other



vendors active in this market are XRY,
MSAB, Oxygen, and Megnet. According
to technicians with police and inves-
tigation authorities, all these brands
have advantages, although their market
shares vary. Some are stronger in an-
alytics whilst others are quicker in im-
plementation speed. We hope to have
sufficient funding to eventually procure
all the tools from different brands, as

they complement each other.

VII.Utilization of Forensic

Tools for Mobile

Phones

Generally speaking, the greater the au-
thority to access and operate mobile
devices, the more complete the digital
contents extracted and acquired will
be. In addition, the depth and width of
the data extracted can vary on different
operating systems (iOS vs. Android),

mobile phone brands, and models.

Below is a description of the functions
and mechanisms of the forensic tools
for mobile phones currently in used by

the Taipei District Prosecutors Office.
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(HANdroid system

After the necessary calibration on the
mobile phones (particularly by activat-
ing the developer’'s mode and clicking
on the debug mode), the UFED 4PC
packaged software is switched on
to precisely identify the models and
brands of the mobile devices. The pro-
gram will detect a variety of extraction
methods, from shallow to in-depth. The
evidence gathering kicks off once a
selection has been made. As our goal
is to back up all the data on the devic-
es, there is often just one valid option.
Once the data has been extracted and
a backup file has been created, the
program will generate a report with
detailed classifications in a well-defined
hierarchy. The time it takes mainly de-
pends on the storage capacity of the

mobile devices.

(2)IOS system

Only Apple devices can run iOS. An
advanced logical extraction is required
to gather evidence. Once the UFED
Physical Analyzer packaged software
is started, the program will process the

device step by step. It is also possible
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to collect evidence with UFED 4PC on
Apple devices.

VIII.Current Status and
Benefits of Forensic

Evidence Gathering
from Mobile Phones

The collection of forensic evidence
from mobile devices has been inte-
grated into the investigation process
for all criminal cases in the Anti-Drug
Division and all other segments of the
Taipei District Prosecutors Office. Up to
now, we are the first and the only pros-
ecutor’s office in Taiwan that is able to
gather evidence on our own. From Jan-
uary 2016 through December 2016, our
investigator officers collected evidence
from over 60 phones. As of the middle
of November 2017, the number of mo-

bile phones processed during the year

exceeded 120.

All the major benefits are evident
throughout our procedures. We are
now able to categorize the types of
digital intelligence required for pre-
liminary crime investigations in the
shortest time possible for prosecutors.
Meanwhile, we can keep the confi-
dentiality of the material, sensitive, or
high-profile cases throughout the in-
vestigation process, to greatly reduce
the possibility of information leakage.
Investigation officers in our offices are
responsible for the forensic evidence
gathering from mobile phones and they
have formed a task force based on their
qualifications (mainly in information
technology) and work willingness. If
deemed necessary by the prosecutors
to collect evidence from mobile devic-
es, the task force shall implement the
procedures according to the instruc-

tions from the prosecutors (e.g. request

From January 2016 through December 2016 our investigator officers col-

lected evidence from over @@ phones.

As of the middle of November 2017, the number of mobile phones pro-

cessed during the year exceeded L 20.
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letters). Members in the task force will
rotate regularly and their contributions
shall be noted. The backup data is then
forwarded by the prosecutors to the
investigator officers responsible for the

cases or for further examinations.

It is worth noting that the Taipei Dis-
trict Prosecutors Office started to build
its own resources and competences
in the gathering of forensic evidence
from mobile devices in response to
the trends of crime investigations. We
hoped to utilize the extra budget for
our technology program in order to
develop our competences and skillsets.
The purpose is to assist our prosecu-
tors to access a wider range of crime
intelligence, without troubling police
and investigation agencies for every-
thing and anything. Meanwhile, the
police and investigation offices all have
certified and well-run forensics labs,
supported with sufficient information
and budgets. The technical capability
in the Taipei District Prosecutors Office
is still not comparable. Also, we seek to
collect evidence from mobile phones
for investigation purposes, and we do
not intend to exhaust ourselves by re-
solving technical issues. As a result,

our personnel are bound to experience,
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more often than not, difficulties in ex-
tracting all the information from mobile
phones. This is mostly due to rapid up-
grades in hardware, software and firm-
ware on smartphones. If prosecutors
believe that the internally collected ev-
idence is insufficient, they will forward
jobs that we cannot complete in-house
to forensic professionals in other police
and investigation agencies. In other
words, our efforts in the gathering of
forensic evidence from mobile phones
are not meant to replace the experts in
the police and investigation organiza-
tions. Rather, our end game is to learn
by drawing lessons from their years of
experience in order to gradually im-
prove our skills in this regard. We hope
our prosecutors can establish a prelim-
inary framework for investigations in
the shortest time possible by providing
them with initial results in-house and in

little time.

Per the instructions from all of our pre-
vious head prosecutors, we are more
than happy to share our resources and
experiences with other prosecutor’s
offices by extending assistance in the
gathering of forensic evidence from

mobile devices.
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IX. Prospects

The licenses for the forensic tools and the maintenance services
we procured are set to expire (given the one-year timeframe of the
technology development program abovementioned). In 2017, we pur-
chased another year of licensing, maintenance and updates (until No-
vember 28, 2017) with sponsorship from the Shilin District Prosecutors
Office. This has allowed us to continue using the tools for their intend-
ed benefits. In 2018, we purchased yet another year of maintenance
and updates (until November 28, 2018) with support from the Head
Prosecutors. As police and investigation organizations allocate bud-
gets for the purchase of maintenance and update services on pack-
aged software, we may also plan for such budgets on an annual basis
if we think it is necessary to keep up with the internal processing and
evidence gathering from mobile devices. The continued functioning of
this technology can provide timely and effective support to prosecu-

tors in their investigations.
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